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RECORDSRETENTION AND DISPOSITION SCHEDULE
Technology, I ndiana Office of

Agency: Technology, |ndiana Office of

Division:

ITEM| RECORD TITLE/DESCRIPTION RETENTION PERIOD
NO.| SERIES (This Retention Schedule is approved on a space-available basis)
Operations
1|{2007-107 |REQUEST FOR CHANGE ( RFC) DESTROY after three (3) years.
Various forns and docunentation conpleted to naeke changes
to system environment to request change and used to
docunent review, testing, inplenmentation and conpletion of
change.
Di scl osure of these records may be subject to IC 5-14-3-4
(b)(10) & (11).
2(2007- 108 |REQUEST FOR CHANGE (RFC) SUPPORTI NG DOCUMENTATI ON DESTROY after one (1) year.
Test plans, test results, back-out procedures and ot her
m scel | aneous docunentation used in the change process.
3[2007-109 |BACKUP SCHEDULES AND REPORTS DESTROY after one (1) quarter.
Schedul es and reports for back-ups of data and systens.
4]12007-110 [USER ACCESS REQUEST DESTROY three (3) years after term nation
A formor user agreenent conpleted to receive user id or or deletion of the user's access.
access to application, systemor service provided by |OT.
Conpl et ed by individual requesting access, signed by their
supervi sor and conpleted by |1OT staff once access is
grant ed.
Di scl osure of these records may be subject to IC 5-14-3-4
(b) (10) .
5[2007-111 [USER ACCESS CONTROL LI ST DESTROY one (1) quarter after a new list
Li sting of users and their access to various systens and has been produced.
servi ces.
6(2007-112 [SYSTEM EVENT LOGS DESTROY after one (1) quarter.
Operating System Event Log: this includes exception
reports, access logs, vulnerability reports, performance
and various other event |ogs. Includes mainfrane, platform
dat abase, GM S and any other simlar systemor nonitoring
servi ces perforned.
712007-113 |PERFORMANCE LOG DESTROY after one (1) quarter.
Performance | ogs of systens and equi pnent prepared nonthly.
8|2007- 114 |[DATABASE DOCUMENTATI ON DESTROY three (3) years after docunentation
Docunent ati on of database requirenents, fields and other has been updated or replaced.
information.
9(2007-115 |SYSTEM DOCUMENTATI ON DESTROY three (3) years after documentation
I ncl udes backup/recovery, batch schedul es, user security, has been updated or repl aced.
user guides and training materials.
10|2007-116 [DATA SERVI CE ORDERS ( DSO) DESTROY three (3) years after all service
This is received from agenci es requesting various data work ordered is conpleted and after receipt
servi ces. of STATE BOARD OF ACCOUNTS Audit Report and
satisfaction of unsettled charges.
11|89-137 TELEPHONE SERVI CE ORDERS ( TSO) DESTROY three (3) years after all service
This is received from agenci es requesting various tel ephone | work ordered is conpleted and after receipt
services. Signature approval blanks plus State Budget of STATE BOARD OF ACCOUNTS Audit Report and
Agency approval are indicated. satisfaction of unsettled charges.
12]2016-01 SYSTEM FI LE BACKUPS DELETE/ DESTROY after 11 backup cycl es.

Backup files for master files or databases, application
software, |l ogs, systemstate, directories, and other
records needed to restore in the case of a disaster or an
uni ntentional |oss of data.
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13]99-45 WA | N. GOV WEBSI TE PAGES At the end of each fiscal year, TRANSFER
Series consists of all web pages published to the IN gov all website pages on a formatted mediumto
website, by and for State Agencies, for the purpose of the | NDI ANA ARCHI VES.

di ssem nati ng governnent information.

1412016-04 |[WAW I N. GOV CALENDAR DATA TRANSFER to the | NDI ANA ARCHI VES f or
Cal endar and press rel ease data posted and rel eased by EVALUATI ON, SAMPLI NG and WEEDI NG pur suant
State Agencies via the IN. gov website and other electronic |[to archival principles, one (1) year after
medi a outl ets. the end of the cal endar year covered by the

data. DELETE agency copy of data after
transfer and when no | onger required for
internal O fice of Technol ogy research
pur poses.

15|2016-05 [WAW I N. GOV STATI STI CAL DATA TRANSFER statistical data to the | ND ANA
Website usage statistics for all IN GOV web pages, obtained | ARCH VES for EVALUATI ON, SAMPLI NG and
and arranged through a variety of statistical applications WEEDI NG pursuant to archival principles,
and servi ces. three (3) years after the end of the

cal endar year covered by the data. Prior to
| NDI ANA ARCHI VES transfer, assure that all
statistical data is accessible to state
agenci es upon request, by M GRATI NG
exi sting data to any new application or
statistics package, or preserving it in an
open-source format.
Customer Service Center - Help Desk Incident M anagement
16(2007-117 |PROBLEM MANAGEMENT TI CKETS DESTROY after three (3) years.
Ti ckets created when customer calls or e-mails are routed
through 10T-s help desk to provide services or fix
probl ens.
1712007-118 [PROBLEM MANAGEMENT REPORTS DESTROY after one (1) quarter.
Reports created on probl em nanagenent tickets for various
reporting purposes.
Security

18|2007-119 [SECURI TY REPORTS RETAIN for the duration of investigation.
Reports produced to nonitor and investigate security
i ssues. Disclosure may be subject to IC 5-14-3-4 (b)(10) & | Upon satisfaction of any disciplinary
(11). As nmonitoring initiated to assess potential security action arising fromreport, TRANSFER
ri sks, these records may be retained during an enpl oyee-specific records to PERSONNEL FI LE
investigation w thout disclosure to an affected enpl oyee (GRPER-5) at the enploying agency. At that
pursuant to 1 C 5-14-3-4(a)(3), (b)(1) or (b)(19). time, the records are subject to disclosure

to affected enpl oyees.

DESTROY one (1) year after report date if
agency has determned that nonitoring
reveal s nothing that will be used in a

di sciplinary action.

19(2007-120 [SECURI TY ASSESSMENTS TRANSFER t o the RECORDS CENTER two (2)
Assessnents of security of the state infornation and years after the end of the fiscal year, and
systens, generally provided by outside party. after recei pt of STATE BOARD OF ACCOUNTS

Audit Report and satisfaction of unsettled
Di scl osure of these records nay be subject to IC 5-14-3-4 charges. DESTROY in the RECORDS CENTER
(b) (10). after an additional eight (8) years.
20/2007-121 |1 NFORMATI ON RESOURCES USER AGREEMENT (| RUA) DESTROY three (3) years after term nation
Agreenent for use and access to state | T resources or deletion of the user's access.
i ncl udi ng hardware and software.
Di scl osure of these records may be subject to IC 5-14-3-4
(b) (10).
21]2007-122 |1 NCI DENT RESPONSE DESTROY five (5) years after date of

Notification of incident involving state information
technol ogy equi prent or el ectronic data.

Di scl osure of these records may be subject to IC 5-14-3-4
(b) (10).

i ncident.

Disaster Recovery/Continuity
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2212007-123 [DI SASTER RECOVERY AND CONTI NUI TY PLANS TRANSFER one copy of each Plan to the
DI SCONTI NUED: Use GRADM 9 on the General Retention Schedul e | | NDI ANA ARCHI VES, for pernanent archival
for AIl State retention, upon its approval by the agency.
AQENCH @S- - - - - - oo oo oo e DESTROY renwi ni ng agency copi es when
out dated or repl aced.
Di saster Recovery/Continuity Plans for |OT, including those
for electronic systens, as well as supporting docunentati on | DESTROY supporting docunentation three (3)
used in the devel opment of the plans. D sclosure of these years after current Plan is outdated or
records may be subject to I C 5-14-3-4 (b)(10). repl aced.
23]2007-124 |[OFF-SI TE BACKUP MEDI A AND DOCUMENTATI ON Destroy when outdated or replaced.
Materials stored offsite for disaster recovery and
continuity for agency including materials used for periodic
testing of plans. Back-up nedia used for restoration
procedures, required paper docunents to performjob
functions and other mscellaneous naterials needed for
recovery that apply to systemfunctionality and job
functions.
Di scl osure of these records may be subject to IC 5-14-3-4
(b) (10) .
2412007-125 |[DI SASTER RECOVERY AND CONTI NUI TY TRAI NI NG PLAN Destroy ten (10) years after plans are
Testing plans and assi gnnents. out dated or repl aced.
Di scl osure of these records may be subject to IC 5-14-3-4
(b) (10).
25|2007- 126 |DI SASTER RECOVERY AND CONTI NUI TY TRAI NI NG TEST RESULTS Destroy when outdated or replaced.
Docunmentation of the results of testing of the plans.
I ncl udi ng reconmendati on and i ssues not ed.
Di scl osure of these records may be subject to IC 5-14-3-4
(b) (10).
Project Management
26(2007-127 [PROJECT DOCUMENTATI ON TRANSFER to the RECORDS CENTER three (3)
Docunent ati on of agreenment between | OT and anot her agency years after conclusion of the project
to provide services and/or equipnent as well as bill for detailed in the related Statenent of Wrk,
those services. Records may include project charters, and after receipt of STATE BOARD OF
statements of work (SOW, nenoranda of understanding (M), | ACCOUNTS Audit Report and satisfaction of
project work plans, status reports and changes requested unsettl ed charges. DESTROY after an
under the | OT project nmanagenent process. additional seven (7) years in the RECORDS
CENTER.
GMIS
27(2007-128 [CHANGE REQUESTS LOG DESTROY one (1) year after deconmi ssion of

Log and rel ated docunent ati on of
issues with the system

request ed changes and

the rel ated software application.
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